Guidance for HIPAA Covered Entities and Providers and Others Providing Telehealth Services

Everyone at BSU is dedicated to providing the best services we can, while making sure all are, and remain, safe and healthy, even during this pandemic period.  We also know that those in need will still require assistance from our care providers, even if done virtually.

Based on current guidance from the Office of Civil Rights (OCR), U.S. Department of Health and Human Services (DHHS), consultation with BSU’s HIPAA Privacy and Security Officers and representatives from the College of Health, the following guidance is offered during the pandemic period.

Regardless of the current situation, who do I contact if I have HIPAA related questions?
Chris Mangelli, Director, Office of Research Integrity, BSU HIPAA Privacy Officer:  765-285-5070, cmmangelli@bsu.edu .

[bookmark: _Hlk38457248]Blair Mattern, Director of Interdisciplinary Clinical Operations; College of Health (CoH), Assoc. HIPAA Privacy Officer:  765-285-5354, bsmattern@bsu.edu . 

Tobey Coffman, Director of Information Security Services; BSU HIPAA Security Officer:  765-285-4174, TCOFFMAN@bsu.edu .  

For more information about general IT security requirements and policies, please go to this link:
https://bsu.service-now.com/helpdesk?id=kb_article&sysparm_article=KB0015655&sys_kb_id=b9375b32db2304141c8a303f9d961976

Or visit https://www.bsu.edu/helpdesk and search the knowledge base.

The guidance in this document will be updated as needed and as new information become available.

Does this guidance only apply to Covered Entities (CEs) as defined in HIPAA or anyone providing telehealth?
While technically this guidance is only required for those individuals, groups, departments, etc. that are defined as a HIPAA Covered Entity or HIPAA Covered Component, this guidance should be used for anyone offering telehealth services.  From an ethical point of view most patients/clients will not know the difference between a CE and a non-CE and they will have an expectation that their conversations will be confidential and protected.  

Has the minimum necessary standard changed?
Not really.  A covered entity still needs to limit the amount of information shared about a patient or a client to those that need to know and in order to do their job.  Minimum necessary disclosures still do not apply to direct patient care and treatment.

During this time, covered entities may rely on representations from a public health authority or other public official that the requested information is the minimum necessary for the purpose, when that reliance is reasonable under the circumstances.  For example, a covered entity may rely on representations from the CDC that the protected health information requested by the CDC about all patients exposed to or suspected or confirmed to have Novel Coronavirus (2019-nCoV) is the minimum necessary for the public health purpose.

Have the requirements under the Privacy Rule been relaxed?
No.  Even in this emergency situation, covered entities are still expected to exercise reasonable safe guards to protect against intentional or unintentional impermissible uses and disclosures.  What is changing is the flexibility in how these can be done, given that many people have to work remotely now.  

As a general rule, those provisions, safeguards, etc. that apply at work, should also apply when working from home or remotely.

Have the requirements under the Security Rule been relaxed?
No.  Even in this emergency situation, covered entities are still expected to exercise reasonable safe guards to protect against intentional or unintentional impermissible uses and disclosures.  What is changing is the flexibility in how these can be done, given that many people have to work remotely now.  

As a general rule, those provisions, safeguards, etc. that apply at work, should also apply when working from home or remotely.

OK, so if there is some flexibility, can you provide some examples?
Here are some examples for when working from home or remotely:
· Make sure your internet connection is secure and access requires some form of pass code.
· Do not hold conversations with patients or clients with family members, room-mates, etc. around.
· Whenever possible use a headset during conversations.
· Hold conversations in rooms/areas where you can close the doors.
· If you have to have physical patient/client files at home or off site, keep them locked up when not in use.
· If you have a personal home office that will be used, lock it if possible.
· Use your BSU issued computer if you can and make sure it is up to date with the latest security features.
· If you have to use personal communication devices (ex. cell phones), avoid storing patient/client information on it, and have a password or other security process for accessing your phone, installed or activated. 
· While working from home, if you need to store HIPAA related information/PHI, use your BSU issued computer (as long as it is up to date and has the latest security features).

With everyone working from home, how can I meet with patients/clients remotely? 
For the duration of the COVID-19 pandemic, OCR is relaxing their enforcement of certain aspects of HIPAA.  From current OCR guidance:
“During the COVID-19 national emergency, which also constitutes a nationwide public health emergency, covered health care providers subject to the HIPAA Rules may seek to communicate with patients, and provide telehealth services, through remote communications technologies.  Some of these technologies, and the manner in which they are used by HIPAA covered health care providers, may not fully comply with the requirements of the HIPAA Rules. 

OCR will exercise its enforcement discretion and will not impose penalties for noncompliance with the regulatory requirements under the HIPAA Rules against covered health care providers in connection with the good faith provision of telehealth during the COVID-19 nationwide public health emergency.  This notification is effective immediately.

A covered health care provider that wants to use audio or video communication technology to provide telehealth to patients during the COVID-19 nationwide public health emergency can use any non-public facing remote communication product that is available to communicate with patients.  OCR is exercising its enforcement discretion to not impose penalties for noncompliance with the HIPAA Rules in connection with the good faith provision of telehealth using such non-public facing audio or video communication products during the COVID-19 nationwide public health emergency.  This exercise of discretion applies to telehealth provided for any reason, regardless of whether the telehealth service is related to the diagnosis and treatment of health conditions related to COVID-19.”

OK, so what does this mean?
What this means is that as long as all of us make a good faith effort to keep health and medical information secure, exercise applicable precautions, and avoid using risky online services, OCR will not penalize covered entities for using online communication services that may not be 100% HIPAA compliant.  Further, the use of these services does not require a Business Associate Agreement (BAA) to be in place with the vendor/provider prior to its use.


While it is preferred that providers use a service with a fully executed BAA, this is not a mandatory requirement during the declared COVID-19 pandemic emergency.  BSU providers may use appropriate non-publicly facing services, such as WebEx, Zoom, Teams, Doxy.me, etc., during this period based on the federal OCR guidance.  Use of non-BAA services during this declared period will not be viewed as a violation of BSU’s HIPAA policies.  
 
At present, BSU only has a fully executed BAA with Cisco Systems, Inc. (Webex).

What is a non-public facing remote communication product?
Communication products that fall into this category are enterprise systems that are intended for professional use.  These products do not operate based on advertising like many social media platforms do.  The university supported solution is WebEx.  This is accessible via https://ballstate.webex.com.  If this solution will not work for your needs, please reach out to Tobey Coffman (tcoffman@bsu.edu) to discuss your concerns and possible alternatives. 

What are some examples of non-public facing remote communication products we can use?
While the door may have been opened to allowing non-HIPAA compliant services to be used, we are still asking for your help.  If there is a service you want to use, please contact BSU’s HIPAA Security Officer with the information and they can provide feedback and recommendations.

Please keep in mind we would like to limit the number of different services that BSU providers use so as to keep things simplified for patients/clients and to avoid people having to download multiple apps, etc. in order to interact with different providers.

In the meantime, here are some providers/services that are known to us:
· Cisco Systems, WebEx.
· Skype for Business
· Microsoft Teams
· Doxy.me
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Are there some remote communication products that we cannot use?
Yes!  Any option that is classified as a public facing remote communication product or service.  For example, Facebook Live, Twitch, TikTok, and similar video communication applications are public facing, and must not be used in the provision of telehealth.

So does BSU have a BAA with any remote communications companies or service providers?
Yes.  At present BSU has a fully executed Business Associate Agreement (BAA) with Cisco Systems, Inc.  This is the company that hosts WebEx.

So what does this mean once the pandemic emergency has been lifted?
By having a fully executed BAA with Cisco Systems, Inc. in place, once the Office of Civil Rights rescinds its relaxed enforcement provisions, providers will still be able to utilize WebEx for providing telehealth services. 
 
Does this mean I can now use my home computer for work related matters?
Maybe, but…

All BSU personnel, faculty, staff and/or students, that are providing health care services to patients/clients remotely are STRONGLY encouraged to use their BSU issued computer for this.  Use of your BSU issued computer is required for any HIPAA protected health information (PHI) that must be stored on a computer during this pandemic.  Please confirm with IT Services that the system is properly set up and up to date before using it for this purpose.

Given the federal flexibility mentioned above, you can use your personal computer for providing telehealth services (ex. Counseling a client via WebEx), but should not be used to store HIPAA PHI. 

If there are no other options but to use a personal/home computer for HIPAA related matters, then there are some things you will need to check with BSU’s IT professionals before using a personal/home computer for HIPAA related matters.  Here are some initial requirements:
 
· Be running a current operating system on the device. Examples of this are Windows 10 on PCs, MacOS 10.13.6+ on Macs, iOS 12+ on iPad/iPhone, Android 7.1.2+, and most versions of the ChromeOS which are no more than five years old.
· Be running well-known antivirus software. Examples include Microsoft, Symantec, Carbon Black, Trend Micro, Sophos, McAfee, Kaspersky, or Cylance. 
· Be up-to-date with all applicable software patches.
· System must be password protected.  The system must not be accessible by others.

If your computer does not meet these requirements or you are uncertain about them, please contact the Information Technology Helpdesk for assistance at 765-285-1517 or by logging Helpdesk support ticket.  

[bookmark: _Hlk38457349]If all the above are in place, contact BSU’s HIPAA Security Officer for clearance to use a personal/home computer for HIPAA Related matters where PHI will be stored.  Additional requirements may be requested by the Security Officer.  If granted permission to use a personal/home computer for HIPAA related matters, this approval will only last until the end of the federally declared pandemic emergency. 

If I am a BSU student that needs contact time with clients/patients and I am unlikely to get, or have access to, a BSU compliant computer, what can I do?
We understand that there will likely be some students over the next few months that will need contact time and hours with clients/patients, but will not have access to BSU compliant computer systems.  Students in this situation should follow the same guidance as above, with a few additions:
1. Make sure your advisor is directly involved in any communications you may have with IT Services and the Helpdesk.  
2. While this may still be your personal computer, it will be expected that its use will still comply with applicable BSU and HIPAA Privacy and Security requirements.
3. You must assure your advisor that no one else will have access or be able to use your computer and that you have a room or other area to conduct HIPAA related matters

If I am an advisor to a student or students in the above situation, is there anything additional I need to do?
Yes, there are a few additional items:
1. You will need to make sure they have contacted BSU’s HIPAA Security Officer for clearance to use a personal/home computer for HIPAA related matters;
2. You will need talk with your student(s) about maintaining proper and applicable privacy and security practices when working remotely;
3. You will need to get some type of written assurance (email is fine) from your student(s) that they understand the guidance in this document, that they will not be sharing their computer with others and that they have a secure working area they can use while working with clients/patients and any HIPAA related materials, and
4. You will need to send your HIPAA Privacy Liaison a list of students who have been cleared and will be using their own computers.
a. For the College of Health, the Privacy Liaison is Blair Mattern, Director of Interdisciplinary Clinical Operations; College of Health (CoH), Assoc. HIPAA Privacy Officer:  765-285-5354, bsmattern@bsu.edu . 

If using my personal/home computer is not the best option for storing HIPAA related information and PHI, what should I do?
BSU has the option of opening HIPAA compliant Box folders for providers.  These are created as needed by BSU’s HIPAA Security Officer or designated staff.  In order to get one of these BOX folders created, you will need to email the Security Officer with the request and specifically list who will need to have access to this folder.  The minimum necessary standard still applies here to who should have access.  Once the BOX folder is created you will be notified of it and can start using this secure folder for HIPAA related matters.

Once I get one of these “special” BOX folders, can it be used to share information with other providers?
Yes, as long as those other people have a need to know and/or are part of providing care to the individual(s).  As a care provider, you will need to exercise professional judgement in determining who needs to have access.

If you think that this may be a reoccurring need, it may be a better option for you to set up two different HIPAA compliance BOX folders; one for your information storage and one for the temporary sharing of information.  Once the situation that precipitated the sharing is done, the date is deleted from the shared folder.
What if I am a student provider or an advisor to a student provider, how would we use this HIPAA compliance BOX folder?
Faculty and students will be able to use this BOX folder exchange clinic documentation including feedback for these items.  

Faculty and students should only use these secured folders to exchange clinic documentation.  PERSONAL FOLDERS THAT HAVE BEEN CREATED SHOULD NOT BE USED FOR CLINICAL DOCUMENTATION/INFORMATION EXCHANGE.  

Faculty advisors will need to make sure that any student(s) they are supervising as added to this security BOX folder.  Once added, faculty and students would be able to access and use these folders just like a standard BOX folder.

For students and advisors in the Doctor of Audiology Program, please see the “Ball State Doctor of Audiology Program Policy and Procedure:  Clinical Documentation” for more specific information related to this topic and your program.

If I am providing telehealth services during the pandemic emergency, are there any additional steps to take or things I should do when working with a client/patient?
· Make sure you know and are already following the guidance in this doc before you start.
· When you virtually meet with a client/patient, make sure you have two-way visual communications.  If for some reason this is not possible, determine why this is the case and make sure it is documented.
· When you first virtually meet with a client/patient, make sure you do the following and document the responses:
1. Confirm that the client/patient is in fact the one you are meeting with if you do not already know them by sight;
2. [bookmark: _Hlk38458290]Confirm that the person has read the Notice of Privacy Practices (NPP) and that they have had a chance to ask questions.  Ideally the NPP should be sent to client/patient at least five (5) business days prior to the first meeting/appointment;
3. If you are using a consent for treatment form, make sure the person has had a chance to read it and ask questions.  Ideally this form should be sent out at least five (5) business days prior to the first meeting/appointment or as per your department’s policy; and
4. Make sure that the person you are talking to understands that use of telehealth technologies may not be 100% secure and they are OK to proceed.   

How long will this guidance and flexibility last?
This will last for as long as there is federally declared pandemic emergency.  Once the pandemic emergency has been officially lifted by federal authorities, or OCR dictates otherwise, all normal HIPAA requirements go back into effect, including OCR’s enforcement provisions.  
